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IT POLICIES
Executive Summary
Red Clay Renovations is placing emphasis on putting into place policies that are aimed at reducing the security risks. The main focus of the policies is the threats that threaten the integrity, accessibility and privacy of the company’s data. Such policies include the social media policy, shadow IT policy and the data breach response policy. All policies must be followed by each and every stakeholder of the company. As a member of the CISO, I will research on the topic of security policy compliance and prepare an approval draft for a compliance policy. The audit plan will include an employee’s compliance and a policy system audit.
1. Issue Specific Policy for IT Security Policy Compliance Audit.
A security audit is the process of assessing the security threats that are facing the operations of a company. In most case, the IT security audit focuses to answer the following issues;
· Is the password difficult to crack?
· Are the employees responsible for the security of the systems examined?
· Are personal computers allowed to access the company’s networks?
· How is responsible for accessing the company’s back up storage?
· Are the access log ins readily available to other users? (Littlejohn, Monk, 2012)
Security policy compliance audit examines whether the employees are complying with the guidelines. The audit should be done by a person who is independent from the security policy. The best suited department for the task is the internal audit department since it is constantly involved in the review of the internal operation of the organization. The compliance audit ensures that all the controls set in place are working. For instance, all emails ought to be scanned before they are downloaded.  An operation of control ensures that the email scanner is always available for use. The security compliance audit dictates that the following procedures must be followed:
i. Inspection- all the records and assets must be inspected to ensure that there is no unsuccessful backup done.
ii. Observation- all the procedures that are used in the company will be observed to ensure that employees compliance with the security policy.
iii. Computation- in IT security compliance, the department will use security tools to ensure that the policies have been followed. Any aspect that do not comply with the security trend.
iv. Analytical procedures- involves the examination of the information to detect the security trend.  Any deviation from the trends may indicate a security policy issue.
Once the audit has been completed, a report on the finding will be given. The report lists the areas with possible risk. Some of the loss include loss of reputation, loss of assets or debt increase, loss of crucial information, profit decrease and loss of clients (Pompon, 2016).
2. Audit Plan for IT Security Policy Awareness & Compliance (Employee survey)
 Some of the questions to the asked in the employee assessment include;
· Is there a written security policy or procedure for the compliance?
· Describe the management expectation of the employee on security policy compliance
· How are the compliance issues communicated to the relevant authority?
· How are security policy violation reported and investigated?
· Are the compliance procedures clearly spelt out?
· Are the security policies constantly updated so as to meet the applicable laws?
· What constitutes a security policy violation?
· Who is responsible for the security policy violation?
· What steps are taken when a threat is identified?
· Does the CEO receive the reports from the Compliance officer?
· Are you aware of your responsibility and roles that are attached to a position?
· Is the compliance training program effective?
· Are you aware of the security policies on the usage of company devices and systems?
Based on the report from the employee assessment, it is evident that the employees are aware of the IT security policies. Most of the employees have the knowledge on how to use the computer devices. In case of a data security issue, the workers know what steps to take so as to resolve the issue. The management has made it clear that every security policy violation incidence will be treated with the severity it deserves. Every worker using the company’s device to access the network is aware that he or she is personally responsible for any action in the device. “During the training program, every employee is taught of the actions that constitute to security policy violation.” (Lientz, Larssen, 2006).
3. Audit Plan for Security Policies 
The company has prepared an updated security policy that reflects the applicable laws. For the security audit plan the following steps will be followed;
i. Defining the scope of the audit plan- the audit department will establish the security parameters that will be used.  The perimeter may include the use of the company devices, the network, the emailing system or the LAN.
ii. Defining the scope process- at this stage the audit team narrows down the specifics of the audit plan. It limits the scope under which the audit will cover.
iii. Developing an audit plan- an effective security audit is determined by a great plan. The plan will include a specific scope description, dates, affected participants and the dependencies.
iv. Security risk assessment- the actual tasks that are involved in a security audit is the risk assessment. The following steps are followed;
· Locating the specific asset that is covered in the security policy.
· Identify the threat on the asset
· Catalog the deficiencies for all the assets 
· Identify the security controls used in the company.
· Establish the probabilities of the risk occurrence
· Assess the potential harm from the threat.
· Risk calculation
v. [bookmark: _GoBack]Documentation of the audit results (Lientz, Larssen, 2006). 
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